VEER SURENDRA SAl
UNIVERSITY OF TECHNOLOGY
BURLA - 768018

LECTURE NOTES
ON
COMPUTER NETWORKS
CODE: MCA -210

By
Asst. Prof. Mrs. Etuari Oram




DISCLAIMER

THIS DOCUMENT DOES NOT CLAIM ANY ORIGINALITY
AND CANNOT BE USED AS A SUBSTITUTE FOR
PRESCRIBED TEXTBOOKS. THE INFORMATION
PRESENTED HERE IS MERELY A COLLECTION BY THE
COMMITTEE MEMBERS FOR THEIR RESPECTIVE
TEACHING ASSIGNMENTS. VARIOUS TEXT BOOKS AS
WELL AS FREELY AVAILABLE MATERIAL FROM
INTERNET WERE CONSULTED FOR  PREPARING THIS
DOCUMENT. THE OWNERSHIP OF THE INFORMATION
LIES WITH THE RESPECTIVE AUTHORS OR
INSTITUTIONS.




SYLLABUS

Module I:

Overview of Data Communications and Networking

Physical Layer : Analog and Digital, Analog Signals, Digital Signals, Analog
versus Digital, Data Rate Limits, Transmission Impairment, More about signals.
Digital Transmission: Line coding, Block coding, Sampling, Transmission mode.
Analog Transmission: Modulation of Digital Data; Telephone modems,
modulation of Analog signals.

Multiplexing: FDM 150, WDM 155, TDM 157

Transmission Media: Guided Media, Unguided media (wireless)

Circuit switching and Telephone Network: Circuit switching, Telephone network.

Module I1:

Data Link Layer: Error Detection and correction: Type of Errors, Detection, Error
Correction. Data Link control and protocols: Flow and error Control, Stop-and-
wait ARQ, Go-Back N ARQ, Selective Repeat ARQ, HDLC.

Point-to-Point Access: PPP

Point-to Point Protocol, PPP Stack

Multiple Accesses: Random Access, Controlled Access, Channelization.

Local area Network: Ethernet

Traditional Ethernet, Fast Ethernet, Gigabit Ethernet

Wireless LANs: IEEE 802. 11, Bluetooth virtual circuit: Frame Relay and ATM

Module I11:

Network Layer: Host to Host Delivery: Internetworking, addressing and Routing
Network Layer Protocols: ARP, IPVA, ICMP, IPV6 ad ICMPR6

Transport Layer; Process to process Delivery: UDP; TCP congestion control and
Quality of service.




Module 1V:

Application Layer:

Client Server Model, Socket Interface Domain Name System (DNS):
Electronic Mail (SMTP) and file transfer (FTP) HTTP and WWW
Security: Cryptography, Message security, User Authentication

Text Books:

[HEN

. Data Communication and Networking — B.A. Forouzan, TMH.
2. Computer Networks: Third Edition, A systems Approach, Larry L/Peterson &
Bruce S. Davie ELSEVIER.

3. Computer Networks, A.S. Tannenbaum PHI.
4. Data and Computer Communications, William Stallings, 5th Edition, PHI.
5. Data Communications and Computer Networks — by P.C.Gupta, PHI.




CONTENTS

Module 1:
Lecture 1: Overview Data Communications and Networking
Lecture 2: Different Types of Topology (Star, Ring, Bus, Etc.)

Lecture 3: Protocols and Standards (OSI Models with Its 7 Layers)

Lecture 4: Physical Layer with Its Details, Analog and Digital, Analog Signals

Lecture 5: Digital Signals, Analog vs. Digital, Data Rate Limits, Transmission
Impairment

Lecture 6: Digital Transmission, Line Coding, Block Coding, Sampling

. Transmission Mode

Lecture 7: Analog Transmission, Modulation of Digital Data, Telephone
Modems, Modulation of Analog Signals
Lecture 8: Multiplexing, FDM 150, WDM 155, TDM 157

Lecture 9: Transmission Media, Guided Media
Lecture 10: Unguided Media (Wireless)
Lecture 11: Circuit Switching, Telephone Network
Module 2:
Lecture 12: The Data Link layer, Types of error, Error correction & Detection

Lecture 13: Data link control, Flow & Error Control & HDLC

Lecture 14: Point —to-Point Protocol.

Lecture 15: Controlled Access, Channelization, Wired LAN

Lecture 16: Wired LAN: IEEE Standard for LANSs, Logical link Control, HDLC

Frame, Compared with LLC & MAC frames, Traditional

(Standard) Ethernet .




Lecture 17: Ethernet: Frame length, Addressing, Access method

Lecture 18: Ethernet: 10 Base2-Thin Ethernet, 10 Base T- Twisted pair
Ethernet, 10 base-F- Fiber Ethernet, Fast Ethernet, MAC Sub-layer

Lecture 19: Encoding, Giga bit Ethernet

Lecture 20: Giga bit Ethernet implementation, Wireless Communication

Lecture 21: Bluetooth

Lecture22: Introduction to Frame relay & ATM, Description of Frame relay
Layers.

Lecture 23: ATM: Introduction, Benefits of ATM, ATM Devices & Network
Environment, ATM Network Interfaces.

Module 3:

Lecture 24: Network layers: Objective, logical addressing, IPv4 addresses, IPv6
Addresses
Lecture 25: Internetworking

Lecture 26: Routing, Classification of Routing Algorithms, Delta Routing, and
Multipath routing

Lecture 27: Hierarchical Routing, Routing Algorithm, Source Routing, Policy
Based routing, Shortest path routing Dijkstr’s Algorithm, The
Floyd Warshal Algorithm: Description, Principles, Services
Lecture 28: Addressing, Mapping, Error Reporting and Multicasting

Lecture 29: Bootstrap Protocol Loose service route, IPv6: Packet format, Base
Header, Next header, Destination

Lecture 30: ICMP: Redirection, Query messages, Encapsulation of ICMP query
Messages




Lecture 31: IPv6: Priority, Congestion Controlled Traffic, Control Traffic,
Flow label, Extension headers, Hop-by-Hop Option, Fragmentation,
Authentication, Encrypted, Security payload

Lecture 32: Transport Layer, Process To Process Delivery Introduction,
Addressing, Multiplexing & De- Multiplexing User data gram
Protocol (UDP): User Datagram Source port number, Destination
Port no.

Lecture 33: UDP operation, Flow& error Control, Queuing, Use of UDP, and
TCP: Full Duplex Communication

Lecture 34: TCP: Flow control, error control, Congestion Control, Segment

Lecture 35: TCP Connection

Lecture 36: TCP Congestion Control, Quality of Service, Scheduling, FIFO
Queuing, Priority queuing, Weighted fair queuing

Module 4:

Lecture 37: Internet Application
Lecture 38: FTP (file transfer protocol)
Lecture 39: WWW and HTTP

Lecture 40: Encryption, Cryptography, Message Security, User Authentication




MODULE-I
LECTURE NOTE: 1

OVERVIEW DATA COMMUNICATIONS AND
NETWORKING

DATA COMMUNICATIONS

> Data communications are the exchange of data between two devices via
some form of transmission medium such as a wired or wireless.

» For data communications to occur, the communicating devices must be
part of a communication system made up of combination of hardware
and software.

> The effectiveness of a data communications system depends on four
fundamental characteristics: delivery, accuracy and timeliness.

1. Delivery: The system must deliver data to the correct destination. Data must
be received by the intended device or user and only by that device or user.

2. Accuracy: The system must deliver the data accurately. Data that have been
altered in transmission and left uncorrected are unusable.

3. Timeliness: The system must deliver data in a timely manner. Data
delivered late are useless. Data delivering in the same order that they are
produced, and without significant delay. This kind of delivery is called real-
time transmission.

COMPONENTS
A data communications system has five components as follows;

1. Message. The message is the information (data) to be communicated.
Popular forms of information include text, numbers, pictures, audio, and
video.

2. Sender. The sender is the device that sends the data message. It can be a
computer, workstation, telephone handset, video camera, and so on.




3. Receiver. The receiver is the device that receives the message. It can be a
computer, workstation, telephone handset, television, and so on.

4. Transmission medium. The transmission medium is the physical path/air
by which a message travels from sender to receiver. Some examples of
transmission media include twisted-pair wire, coaxial cable, fiber-optic cable,
and radio waves.

5. Protocol. A protocol is a set of rules that govern data communications. It
represents an agreement between the communicating devices. It defines how it
Is communicated, when communicated and what communicated. Key elements
of protocols are timing, syntax and semantics. Without a protocol, two devices
may be connected but not communicating.

DATA REPRESENTATION

Information today comes in different forms such as text, numbers, images,
audio, and video.

1. Text: In data communications, text is represented as a bit pattern, a
sequence of bits (0s or 1s).

2. Numbers: Numbers are also represented by bit patterns. However, a code
such as ASCII is not used to represent number; the number is directly converted
to a binary number to simplify mathematical operations.

3. Images: Images are also represented by bit patterns. In its simplest form, an
image is composed of matrix of pixels (picture elements), where each pixel is a
small dot.

4. Audio: Audio refers to the recording or broadcasting of sound or music.

5. Video: Video refers to the recording or broadcasting of a picture or movie.

MODE OF DATA FLOW OR TRANSMISSION MODE

The transmission mode is the direction of the exchanges where the number
of bits sent simultaneously.

Communication between two devices can be a mode of simplex, half-duplex,
or full-duplex.




Transmission Mode
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Simplex Half Duplex Full Duplex

» Simplex: In simplex mode, the communication is unidirectional, as on a
one-way street. One of the simplest examples is monitor keyboard
communication, where keyboard only introduce input and monitor can
only display output, other examples are Television and remote, television
broadcasting, radio broadcasting, loudspeaker etc.

> Half-Duplex: In half-duplex mode, each station can both transmit and
receive, but not at the same time. When one device is sending, other can
only receive and vice versa. Half duplex mode is like one lane road with
two direction traffic. In this mode entire capacity of channel is reserved
or taken over by which the device transmitting at the time. Its examples
are walkie-talkies and citizen band radio etc.

> Full-Duplex: In full-duplex mode both stations can transmit and receive
simultaneously. The full-duplex mode is like a two way street with traffic
flowing in both directions at the same time. Here signal sharing is either
direction i.e. shares the capacity of link. Common example is the
telephone network where both talk and listen possible at same time, same
time channel is shared.




NETWORK CRITERIA

A network must be able to meet a certain number of criteria. The most
important of these are performance, reliability and security.

Performance: Performance can be measured in many ways, including transit
time and response time.

Reliability: In addition to accuracy of delivery, network reliability is measured
by the frequency of failure, the time it takes a link to recover from a failure, and
the network's robustness in a catastrophe.

Security: Network security issues include protecting data from unauthorized
access, protecting, from damage and development, and implementing policies
and procedures for recovery from breaches and lost data.

PHYSICAL STRUCTURES
Before discussing networks, we need to define some network attributes.
Type of Connection

A network is two or more devices connected through links. A link is a
communications pathway that transfers data from one device to another. There
are two possible types of connections: point-to-point and multipoint.

1. Point-to-Point: A point-to-point connection provides a dedicated link
between two devices.

LINK

Point To Point Configuration




2. Multipoint: A multipoint (also called multi-drop) connection is one in
which more than two specific devices share a single link.

Physical Topology

» The term physical topology refers to the way in which a network is laid
out physically.

» The topology of a network is the geometric representation of the
relationship of all the links and linking devices to one another.

> There are four basic topologies possible: mesh, star, bus, and ring.

Mesh

> In a mesh topology, every device has a dedicated point-to-point link to
every other device.

> The term dedicated means that the link carries traffic only between the
two devices it connects.

» To find the number of physical links in a fully connected mesh network
with n nodes, we first consider that each node must be connected to every
other node.

» However, if each physical link allows communication in both directions
(duplex mode), we can divide the number of links by 2 i.e n(n-1)/2
physical channel to link n devices.

» To accommodate link every device in the network must have (n-1) input/
output ports.
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A mesh offers several advantages over other network topologies.

First, the use of dedicated links guarantees that each connection can carry its
own data load, thus eliminating the traffic problems that may occur when links
are shared by multiple devices.

Second, a mesh topology is robust. If one link becomes unusable, it does not
incapacitate the entire system.

Third, there is the advantage of privacy or security. Traffic can be routed to
avoid links with suspected problems. This facility enables the network manager
to discover the precise location of the fault and aids in finding its cause and
solution.

Fourth, point to point link make fault identification and fault isolation easy.

The main disadvantages of a mesh are the amount of cabling and the number
of 1/O ports required more in addition to that:

Because every device must be connected to every other device, installation and
reconnection are difficult.

The sheer bulk of the wiring can be greater than the available space can
accommodate.

Finally, the hardware required to connect each link can be prohibitively
expensive. For these reasons a mesh topology is usually implemented in a
limited fashion.




STAR TOPOLOGY

LECTURE NOTE: 2

> In astar topology, each device has a dedicated point-to-point link only to
a central controller, usually called a hub.

The devices are not directly linked to one another.

Unlike a mesh topology, a star topology does not allow direct traffic

>
>

between devices.

The controller acts as an exchange, If one device wants to send data to
another, it sends the data to the controller, which then relays the data to

the other connected device.

A star topology is less expensive than a mesh topology.
In a star, each device needs only one link and one I/O port to connect it

to any number of others.

This factor also makes it easy to install and reconfigure. Far less
cabling needs to be housed, and additions, moves, and deletions involve
only one connection between that device and the hub.

Other advantages include robustness: If one link fails, only that link is

affected. All other links remain active.

This factor also leads itself to easy fault identification and fault
isolation. As long as the hub is working, it can be used to monitor link

problems and bypass defective links.
Central hub

PN

Station Station Station
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» One of the big disadvantages of a star topology is the dependency of the
whole topology on one single point, the hub.




> If the hub goes down, the whole system is dead. Although a star
requires far less cable than a mesh, each node must be linked to a central
hub. For this reason, often more cabling is required in a star than in some
other topologies.

BUS TOPOLOGY

YV V VYV

Y

A bus topology is an example of multipoint connection.

One long cable acts as a backbone to link all the devices in a network.
Nodes are connected to the bus cable by drop lines and taps.

A drop line is a connection running between the device and the main cable.
A tap is a connector that either splices into the main cable or punctures the
sheathing of a cable to create a contact with the metallic core.

As a signal travels along the backbone, some of its energy is transformed
into heat.

Therefore, it becomes weaker and weaker as it travels farther and farther.
For this reason there is a limit on the number of taps a bus can support and
on the distance between those taps.

Station Station

‘ DropLine  Tap Drop Line

Cable End Tap DropLine  [Tap Cable End
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» Advantages of a bus topology include ease of installation.

» Bus uses less cabling than mesh or star topologies.

> In a star, for example, four network devices in the same room require
four lengths of cable reaching all the way to the hub.

> Ina bus, this redundancy is eliminated.

» Only the backbone cable stretches through the entire facility.

> Each drop line has to reach only as far as the nearest point on the
backbone.

> Its disadvantages include difficult reconnection and fault isolation.




> A bus is usually designed to be optimally efficient at installation. It can

therefore be difficult to add new devices.

»> Signal reflection at the taps can cause degradation in quality. This

degradation can be controlled by limiting the number and spacing of
devices connected to a given length of cable.

» Adding new devices may therefore require modification or replacement
of the backbone.

> In addition, a fault or break in the bus cable stops all transmission, even
between devices on the same side of the problem.

» The damaged area reflects signals back in the direction of origin, creating noise
in both directions.

RING TOPOLOGY

>

>
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In a ring topology, each device has a dedicated point-to-point connection
with only the two devices on either side of it.

A signal is passed along the ring in one direction, from device to device,
until it reaches its destination.

Each device in the ring incorporates a repeater. When a device receives a
signal intended for another device, its repeater regenerates the bits and
passes them along.

Aring is relatively easy to install and reconfigure.

Each device in ring is linked to only its immediate neighbors.

To add or delete a device it requires changing only two connections.

The only constraints here are media and traffic considerations. In
addition, fault isolation is simplified ring. Generally in a ring, a signal
Is circulating at all times. If one device does not receive a signal within a
specified period, it can issue an alarm.




> The alarm issue used in ring alerts the network operator to the problem

and its location.
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» However, unidirectional traffic can be a disadvantage.
> In a simple ring, a break in the ring can disable the entire network.
This weakness can be solved by using a dual ring or a switch capable of

closing off the break.

COMPUTER NETWORKS

> A network is a set of devices/node connected by communication links.

» A node can be a computer, printer, or any other device capable of sending
and/or receiving data generated by other nodes on the network.

» Whereas computer network is a set of autonomous computer
interconnected together through communication medium to facilitate

communication between them.

» And through communication we can gain access resource sharing, file,

program etc.

» Computer on network are called nodes. Connecting medium are either
physical medium i.e. wire/cable or wireless medium (i.e. through radio

waves).

> Best known computer network is Internet.

CATEGORIES OF NETWORKS




>

>

Today when we speak of networks, we are generally referring to two
primary categories: local-area networks and wide-area networks.

The categories into which a network falls is determined by its size, scale,
distances it cover, physical architecture, technology etc.

LOCAL AREA NETWORK (LAN)

>
>

A LAN normally limited to few kilometer.

In addition to operating in a limited space, LANs are also typically
owned, controlled, and managed by a single person or organization.

They also tend to use certain connectivity technologies, Ethernet and
Token Ring.

A local area network (LAN) is usually privately owned and links the
devices within a single office, building, or campus.

Depending on the needs of an organization and the type of technology
used, a LAN can be a simple as two PCs and a printer in someone's home
office, or it can extend throughout a company and include audio and
video peripherals.

LANSs are designed to allow resources to be shared between personal
computers or
workstations. In addition to size, LANs are distinguished from other
types of networks by their transmission media and topology.

The most common LAN topologies are bus, ring, and star.

attacted
printer




Wireless Local Area Network

It spans a large physical distance.

The Internet is the largest WLAN, spanning the Earth.

It is a geographically-dispersed collection of LANS.

A network device called a router connects LANs to a WLAN.

In IP networking, the router maintains both a LAN address and a WLAN
address.

A WLAN differs from a LAN in several important ways as, Most WANSs
(like the Internet) are not owned by any one organization but rather exist
under collective or distributed ownership and management.

» WLANS tend to use technology like ATM, Frame Relay and X.25 for
connectivity over the longer distances.
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WIDE AREA NETWORKS (WAN)

» A WAN can be worldwide.

> A WAN is a network that spans more than one geographical location
often connecting separated LANSs

> A wide area network (WAN) provides long-distance transmission of data,
Image, audio, and video information over large geographic areas that may
comprise a country, a continent, or even the whole world.
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» A WAN can be as complex as the backbones that connect the Internet or
as simple as a dial-up line that connects a home computer to the Internet.

» We normally refer to the first as a switched WAN and to the second as a
point-to-point WAN.

» The point-to-point WAN is normally a line leased from a telephone or
cable TV provider that connects a home computer or a small LAN to an
Internet service provider.

» This type of WAN is often used to provide Internet access.

> WANSs are slower than LANs and often require additional and costly
hardware such as routers, dedicated leased lines, and complicated
implementation procedures.

METROPOLITAN AREA NETWORKS (MAN)

» A metropolitan area network (MAN) is a network with a size between a
LAN and a WAN or it spans a physical area larger than a LAN but
smaller than a WAN, such as a city.

» It normally covers the area inside a town or a city. A MAN is typically
owned and operated by a single entity such as a government body or
large corporation.

» It is designed for customers who need a high-speed connectivity,
normally to the Internet, and have endpoints spread over a city or part of
city.




> A good example of a MAN is the part of the telephone company network
that can provide a high-speed DSL line to the customer.
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PROTOCOLS AND STANDARDS

The protocol is synonymous with rule and the standards which are agreed-upon
rules.

PROTOCOLS

» A protocol is a set of rules that govern data communications.
> A protocol defines what is communicated, how it is communicated,
and when it is communicated.




» Or it is a formal description of message formats and rules that
computer must have to follow in order to exchange data
> The key elements of a protocol are syntax, semantics, and timing.

STANDARDS

Standards are essential in creating and maintaining an open and competitive
market for equipment manufacturers and in guaranteeing national and

international interoperability of data and telecommunications technology and
processes.

OSI MODEL

» The ISO Established in 1947 was one of the first organizations to
formally define a common way to connect computers architecture,
called the Open Systems Interconnection (OSI) architecture.

» The 7 layers OSI model was first introduced in the late 1970s.

One or more node in the network

Figure: OSI network architecture

» This model defines a partitioning of network functionality into seven layers,
where one or more protocols implement the functionality assigned to a given
layer.

> Itis a reference model for a protocol graph.




» The ISO, usually in conjunction with a second standards organization known
as the International Telecommunications Union (ITU), it publishes a series
of protocol specifications based on the OSI architecture.

» An ISO standard that covers all aspects of network communications is the
Open Systems Interconnection model.

» An open system is a set of protocols that allows any two different systems
to communicate regardless of their underlying architecture.

» The purpose of the OSI model is to show how to facilitate communication
between different systems and interoperable without requiring changes to the
logic of the underlying hardware and software.

» The OSI model is not a protocol; it is a model for understanding and
designing a network architecture that is flexible, robust, and interoperable.

» The OSI model is a layered framework for the design of network systems
that allows communication between all types of computer system.

» Some mnemonics of this model are:

DESCRIPTION

A set of layers and protocols is called network architecture. It refers to the logical
and physical design of a network.




> The OSI model is composed of seven ordered layers: physical (layer 1), data
link (layer 2), network (layer 3), transport (layer 4), session (layer 5),
presentation (layer 6) and application (layer 7).

» The above figure shows the layers involved when a message is sent from
device A to device B. As the message travels from A to B, it may pass
through many intermediate nodes.

» Within a single machine, each layer calls upon the services of the layer just
below it. Layer 3, for example, uses the services provided by layer 2 and
provides services for layer 4. Between machines, layer x on one machine
communicates with layer x on another machine.

» This communication is governed by an agreed-upon series of rules and
conventions called protocols.

> The processes on each machine that communicate at a given layer are called
peer-to-peer processes. Communication between machines is therefore a
peer-to-peer process using the protocols appropriate to a given layer.

Interaction between the layers in OSI model




Physical communication

At the physical layer, communication is direct, from the figure, device A
sends a stream of bits to device B (through intermediate nodes).

At the higher layers, however, communication must move down through the
layers on device A, over to device B, and then back up through the layers.
Each layer in the sending device adds its own information to the message it
receives from the layer just above it and passes the whole package to the
layer just below it.

At layer 1 the entire package is converted to a form that can be transmitted
to the receiving device.

At the receiving machine, the message is unwrapped layer by layer, with
each process receiving and removing the data meant for it. For example,
layer 2 removes the data meant for it, and then passes the rest to layer 3.




Layer 3 then removes the data meant for it and passes the rest to layer 4, and
SO on.

INTERFACE BETWEEN THE LAYERS

An interface between each pair of adjacent layer made possible of passing
data and information down through the layer of sending device and back through
the layer of receiving device. Interface defines information as well as services
(define what operation ) that must be provided by the layer, to the layer above it.

Organization of the Layers




The seven layers can be thought of as belonging to three subgroups, Layers
1, 2, and 3-physical, data link, and network-are the network support layers;
they deal with the physical aspects of moving data from one device to
another (such as electrical specifications, physical connections, physical
addressing, and transport timing and reliability etc).

Layers 5, 6, and 7-session, presentation, and application-can be thought of as
the user support layers; they allow interoperability among unrelated
software systems.

Layer 4, the transport layer, links the two subgroups and ensures that what
the lower layers have transmitted is in a form that the upper layers can use.
D7 means the data unit at layer 7, D6 means the data unit at layer 6, and so
on.

The process starts at layer 7 (the application layer), then moves from layer to
layer in descending, sequential order.

At each layer, a header, or possibly a trailer, can be added to the data unit.
Commonly, the trailer is added only at layer 2.

When the formatted data unit passes through the physical layer (layer 1), it is
changed into an electromagnetic signal and transported along a physical link.
Upon reaching its destination, the signal passes into layer 1 and is
transformed back into digital form.

FUNCTION OF EACH LAYER IN OSI MODEL

PHYSICAL LAYER

> It deals with the mechanical and electrical specifications of the interface and

transmission medium.

» Physical layer that, actually interacts with the transmission media and the

physical part of the network that connects network components together.




This layer is involved in carrying information from one node in the network
to the next.

One major task of this layer is to provide services for the data link layer.

The data in the data link layer consists of Os and 1s organized into frames
that are ready to be sent across the transmission medium. This stream of Os
and 1s must first be converted into signals. Major Responsibilities of
physical layers are:

The physical layer is responsible for movements of
individual bits from one hop (node) to the next.

Physical characteristics of interfaces and medium: The physical layer
defines the characteristics of the interface between the devices and the
transmission medium. It also defines the type of transmission medium.

Representation of bits: The physical layer data consists of a stream of bits
(sequence of Os or 1s) with no interpretation. To be transmitted, bits must be
encoded into signals i.e. electrical or optical. The physical layer defines the
type of encoding (how Os and 1s are changed to signals).

Data rate: The transmission rate: the number of bits sent in each second-is
also defined by the physical layer. Also the physical layer defines the
duration of a bit, which is how long it lasts.

Synchronization of bits: The sender and receiver must use the same bit rate
also must be synchronized at the bit level. As well as, the sender and the
receiver clocks must be synchronized.

Line configuration: The physical layer is concerned with the connection of
devices to the media. In a point-to-point configuration, two devices are
connected through a dedicated link. In a multipoint configuration, a link is
shared among several devices.

Physical topology: The physical topology defines how devices are
connected to make a network. It is the geographical representation of nodes,
it can be generated by any of the topology (mesh, bus, star, ring) depends
upon its application.




» Transmission mode: The physical layer also defines the direction of
transmission between two devices: simplex, half-duplex, or full-duplex. In
simplex mode, only one device can send; the other can only receive. The
simplex mode is a one-way communication. In the half-duplex mode, two
devices can send and receive, but not at the same time. In a full-duplex (or
simply duplex) mode, two devices can send and receive at the same time.

DATA LINK LAYER

> The data link layer is the second layer in the OSI (open systems
interconnection) seven-layer reference model.

It responds to service requests from the network layer above it and issues

service requests to the physical layer below it.

The data link layer is divided into two sub layers: the media access control

(MAC) layer and the logical link control (LLC) layer.

The former controls how computers on the network gain access to the data and

obtain permission to transmit it.

The data link layer is often implemented in software as a driver for a network

interface card (NIC). Because the data link and physical layers are so closely

related, many types of hardware are also associated with it.

Other major responsibilities of the data link layer include the following:

e Framing: The data link layer divides the stream of bits received from the
network layer into manageable data units called frames.




Physical addressing: If frames are to be distributed to different systems on
the network, the data link layer adds a header to the frame. Header defines
the sender and/or receiver of the frame or physical address the network
locally.

Flow control: If the rate at which are absorbed by the receiver is less than
the rate at which data are produced by the sender communication is
unbalanced. The data link layer imposes a flow control mechanism to avoid
overwhelming the receiver.

Error control: The data link layer adds reliability to the physical layer by
adding mechanisms to detect and retransmit damaged or lost frames. It also
uses a mechanism to recognize duplicate frames. Error control is normally
achieved through a trailer added to the end of the frame.

Access control: When two or more devices are connected to the same link,
data link layer protocols are necessary to determine which device has
preference to access and control over the link at any given time. So data
link layer provide appropriate medium access control mechanism to the
system.




NETWORK LAYER

The network layer is responsible for the source-to-destination delivery of a packet
across multiple networks (links). Whereas the data link layer oversees the delivery
of the packet between two systems on the same network (links). The network layer
ensures that each packet gets from its point of origin to its final destination.

Other responsibilities of the network layer include the following:

e Logical addressing: The physical addressing implemented by the data link
layer handles the addressing problem locally. If a packet passes the network
boundary or nodes located in other network then, we need logical address to
distinguish the source and destination systems. The network layer adds a
header to the packet coming from the upper layer that includes the logical
addresses of the sender and receiver.

e Routing. Routing means finding suitable path to forward the message. When
independent networks or links are connected to create internetworks (network
of networks) or a large network, the connecting devices (called routers or
switches) route or switch the packets to their final destination. One of the
functions of the network layer is to provide this mechanism.




The above figure shows, a source-to-destination delivery. The network layer at A
sends the packet to the network layer at B. When the packet arrives at router B, the
router makes a decision based on the final destination (F) of the packet. Router B
uses its routing table to find that the next hop is router E. The network layer at B,
therefore, sends the packet to the network layer at E. The network layer at E, in
turn, sends the packet to the network layer at F.

The network layer is responsible for the delivery of individual
packets from the source host to the destination host.

TRANSPORT LAYER

The transport layer is responsible for process-to-process delivery of the entire
message.

A process is an application program running on a host. Whereas the network layer
oversees source-to-destination delivery of individual packets, it does not recognize
any relationship between those packets. It treats each one independently, as though
each piece belonged to a separate message. The transport layer, on the other hand,
ensures that the whole message arrives in order and each packet dependent to each
other. It oversees both error control and flow control at the source-to-destination
level. It is also responsible for end-to end communication.




Other responsibilities of the transport layer include the following:

e Service-point addressing or port addressing: Computers often run several
programs at the same time. For this reason, source-to-destination delivery
means delivery not only from one computer to the next but also from a
specific process (running program) on one computer to a specific process
(running program) on the other. For this purpose the transport layer header
must include a type of address called a service-point address (or port
address). The network layer gets each packet to the correct computer where
the transport layer gets the entire message to the correct process on that
computer.

e Segmentation and reassembly: A message is divided into transmittable
forms called segments. Each segment containing a sequence number. These
numbers enable the transport layer to reassemble the message correctly upon
arriving at the destination and to identify and replace packets that were lost
or damage in transmission.

e Connection control: The transport layer can be either connectionless or
connection oriented. A connectionless transport layer treats each segment as
an independent packet and delivers it to the transport layer at the destination
machine. A connection oriented transport layer makes a connection with the
transport layer at the destination machine first, before delivering the packets.
After all the data are transferred, the connection is terminated.




e Flow control: Like the data link layer, the transport layer is responsible for
flow control. However, flow control at this layer is performed end to end
rather than across a single link.

e Error control: Like the data link layer, the transport layer is responsible for
error control. However, error control at this layer is performed process-to
process rather than across a single link. The sending transport layer makes
sure that the entire message arrives at the receiving transport layer without
error (damage, loss, or duplication). Error correction is usually achieved
through retransmission.

Figure below illustrates process-to-process delivery by the transport layer.

The transport layer is responsible for the delivery of a message from one process to another.




SESSION LAYER

» The Session layer is responsible for setting up, managing and then tearing
down sessions between Presentation layer entities.

» The session layer tracks connections, also called sessions.

» The Session layer also provides dialog control between devices, or nodes.

> It coordinates communication between systems and serves to organize
their communication by offering three different modes: simplex, half-
duplex and full-duplex.

» The session layer basically keeps one application's data separate from
other application's data.

» It establishes, maintains, and synchronizes the interaction among
communicating systems.

The last 3 layers of the OSI model are reffered to the "Upper” layers. These layers are
responsible for applications communicating between hosts. None of the upper layers
know anything about networking or network addresses.

Some common protocols which work at the Session layer are: DNS, LDAR, NetBIOS

The session layer is responsible for dialog control and synchronization.

Specific responsibilities of the session layer include the following:

e Dialog control: The session layer allows two systems to enter into a dialog.
It allows the communication between two processes to take place in either
half duplex (one way at a time) or full-duplex (two ways at a time) mode.




Synchronization: The session layer allows a process to add checkpoints, or
synchronization points, to a stream of data. For example, if a system is
sending a file of 2000 pages, it is advisable to insert checkpoints after every
100 pages to ensure that each 100-page unit is received and acknowledged
independently. In this case, if a crash happens during the transmission of
page 523, the only pages that need to be resent after system recovery are
pages 501 to 523. Pages previous to 501 need not be resent. Above figure
illustrates the relationship of the session layer to the transport and
presentation layers.

PRESENTATION LAYER

>

The presentation layer is primarily concerned with the syntax and semantics
of the information exchanged between two systems.

Presentation layer takes care that data sent in such a way the receiver will
understand the data and will able to use.

The presentation layer is the sixth layer of the OSI model.

It responds to service requests from the application layer and issues service
request to the session layer.

Below figure shows the relationship between the presentation layer and the
application and session layers.




Specific responsibilities of the presentation layer include the following:

e Translation: The processes (running programs) in two systems are usually
exchanging information in the form of character strings, numbers, and so on.
The information must be changed to bit streams before being transmitted.
Because different computers use different encoding systems, the
presentation layer is responsible for interoperability between these different
encoding methods. The presentation layer at the sender changes the
information from its sender-dependent format into a common format. The
presentation layer at the receiving machine changes the common format into
its receiver-dependent format.

Encryption: To carry sensitive information, a system must be able to ensure
privacy. Encryption means that the sender transforms the original information
to another form and sends the resulting message out over the network.
Decryption reverses the original process to transform the message back to its
original form.

Compression: The goal of data compression is to represent an information
source (e.g. a data file, a speech signal, an image, or a video signal) as
accurately as possible using the fewest number of bits. Data compression
reduces the number of bits contained in the information. Data compression
becomes particularly important in the transmission of multimedia such as text,
audio, and video etc.

The presentation layer is responsible for translation, compression, and encryption.

APPLICATION LAYER

» The application layer enables the user, whether human or software, to access
the network.

> It provides user interfaces and support for services such as electronic mail,
remote file access and transfer, shared database management, and other
types of distributed information services.

» The OSI application layer is responsible for displaying data and images to
the user in a human-recognizable format and to interface with the
presentation layer below it.




Specific services provided by the application layer include the following:

Network virtual terminal or remote log-in: A network virtual terminal is a
software version of a physical terminal, and it allows a user to log on to a
remote host. To do so, the application creates a software emulation of a terminal
at the remote host. The user's computer talks to the software terminal which, in
turn, talks to the host, and vice versa. The remote host believes it is
communicating with one of its own terminals and allows the user to log on.

o File transfer, access, and management: This application allows a user to
access files in a remote host (to make changes or read data), to retrieve files
from a remote computer for use in the local computer, and to manage or
control files in a remote computer locally.

e Mail services: This application provides the basis for e-mail forwarding and
storage.

e Directory services or accessing the World Wide Web: This application
provides distributed database sources and access for global information
about various objects and services. The most common application today is
the access of the WWW.




The application layer is responsible for providing services to the user.

Summary of Layers

Figure below shows a summary of duties for each layer.




LECTURE NOTE: 4

DETAILS OF PHYSICAL LAYER AND MEDIUM

Signals: One of the major concerns of the physical layer lies in moving data in
the form of electromagnetic signals across a transmission medium. For example
to transmit a photograph through a medium you need to use encoder to convert
stream of 1s and Os instead of sending actual photograph. That must be
converted into a form that transmission media can accept. Transmission media
work by conducting energy along a physical path. So a data stream must be
converted in to energy in the form of electromagnetic signals.

Analog and Digital

Both data and the signals that represent them can be either analog or digital
form. Data can be analog or digital. The term analog data refers to information
that is continuous where as digital data refers to information that has discrete
states. We can discuss both the signal as, an analog signal is any continuous
signal for which the time varying feature (variable) of the signal is a
representation of some other time varying quantity, i.e., analogous to another
time varying signal. A digital signal is a chemical signal that is a representation
of a sequence of discrete values (a quantified discrete-time signal), for example
of arbitrary bit stream, or of a digitized (sampled and analog-to-digital
converted) analog signal.

A digital signal that is generated by means of a digital modulation method
(digital pass band transmission), produced by a modem.

Analog data, such as the sounds made by a human voice, take on continuous
values. When someone speaks, an analog wave is created in the air. This can be
captured by a microphone and converted to an analog signal or sampled and
converted to a digital signal. Digital data take on discrete values. For example,
data are stored in computer memory in the form of Os and 1s. They can be
converted to a digital signal or modulated into an analog signal for transmission
across a medium.
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Periodic and Non periodic Signals
Both analog and digital signals can take one of two forms: periodic or non
periodic. In data communications, we commonly use periodic analog signals

Periodic Analog Signals
Periodic Signals are signals that repeat themselves after a certain amount of
time.
a function f(t) is periodic if f(t + T) = f(t) for some T and all t. The classic
example of a periodic function is sin(x) since sin(x + 2 n) = sin(x).
A periodic signal completes a pattern within a measurable time frame, called a
period, and repeats that pattern over subsequent identical periods.

The completion of one full pattern is called a cycle.
The sine wave is the most fundamental form of a periodic analog signal.
Like the data they represent, signals can be either analog or digital. An analog
signal has infinitely many levels of intensity over a period of time.
As the wave moves from value A to value B, it passes through and

includes an infinite number of values along its path. A digital signal, on the other
hand, can have only a limited number of defined values. Although each value can
be any number, it is often as simple as 1 and 0. The simplest way to show signals is
by plotting them on a pair of perpendicular axes. The vertical axis represents the
value or strength of a signal. The horizontal axis represents time.




PEAK AMPLITUDE

The peak amplitude of a signal is the absolute value of its highest intensity,
proportional to the energy it carries. For electric signals, peak amplitude is
normally measured in volts.

In the below figure, two signals with the same phase and frequency, but different
amplitudes




PERIOD AND FREQUENCY

Period refers to the amount of time, in seconds, a signal needs to complete 1
cycle. Frequency refers to the number of periods in | s. Note that period and
frequency are just one characteristic defined in two ways. Period is the inverse
of frequency, and frequency is the inverse of period, as the following formulas
show.

- And -

Frequency and period are the inverse of each other.

Period is formally expressed in seconds. Frequency is formally expressed in
Hertz (Hz), which is cycle per second. Units of period and frequency are shown
below:




When we think more about frequency, it is the relationship of a signal to time and
that the frequency of a wave is the number of cycles it completes in 1 second. But
another way to look at frequency is as a measurement of the rate of change.
Electromagnetic signals are oscillating wave forms. They fluctuate continuously
and predictably above and below a mean energy level. A 40-Hz signal has one-half
the frequency of an 80-Hz signal; it completes 1 cycle in twice the time of the 80-
Hz signal, so each cycle also takes twice as long to change from its lowest to its
highest voltage levels. Frequency, therefore, though described in cycles per second
(hertz), is a general measurement of the rate of change of a signal with respect to
time.

If a signal does not change at all, its frequency is zero.
If a signal changes instantaneously, its frequency is infinite.

PHASE

» The term phase describes the position of the waveform relative to time 0.

> A complete cycle is defined as 360 degrees of phase.

> Phase can also be an expression of relative displacement between or among
waves having the same frequency .

> If we think of the wave as something that can be shifted backward or
forward along the time axis, phase describes the amount of that shift. It
indicates the status of the first cycle.

Phase is measured in degrees or radians [360° is 2n rad, 1°is 2n/360 rad, and
1 rad

Is 360/(2n)]. A phase shift of 360° corresponds to a shift of a complete period; a
phase




shift of 180° corresponds to a shift of one-half of a period; and a phase shift of 90°
corresponds to a shift of one-quarter of a period. The below figure shows three sine
waves with the same amplitude and frequency, but different phases

Looking at above figure we can say that
1. A sine wave with a phase of 0° starts at time 0 with a zero amplitude. The
amplitude is increasing.

2. A sine wave with a phase of 90° starts at time 0 with a peak amplitude. The
amplitude is decreasing.

3. A sine wave with a phase of 180° starts at time 0 with a zero amplitude. The
amplitude is decreasing.

The time interval for one degree of phase is inversely proportional to the
frequency. If the frequency of a signal (in hertz ) is given by f, then the time t geq
(in seconds) corresponding to one degree of phase is:

tgeg=1/(360f)

The time t .54 (in seconds) corresponding to one radian of phase is approximately:




tra=1/(6.281)

WAVELENGTH

» Wavelength is the distance between identical points in the adjacent cycles of
a waveform signal propogated in space or along a wire.

» Or it is the distance between one peak of a wave to the next corresponding
peak, or between any two adjacent corresponding points. Wavelength is
another characteristic of a signal travelling through a transmission medium.

» Wavelength binds the period or the frequency of a simple sine wave to the
propagation speed of the medium.

» While the frequency of a signal is independent of the medium, the
wavelength depends on both the frequency and the medium.

» Wavelength is a property of any type of signal.

> In data communications, we often use wavelength to describe the
transmission of light in an optical fiber.

» The wavelength is the distance a simple signal can travel in one period.

» Wavelength can be calculated if one is given the propagation speed (the
speed of light) and the period of the signal.

» However, since period and frequency are related to each other, if we
represent wavelength by A, propagation speed by c (speed of light), and
frequency by1l, we get

Wavelength =propagation speed x period=propagation speed/frequency

The propagation speed of electromagnetic signals depends on the medium and on
the frequency of the signal. For example, in a vacuum, light is propagated with a
speed

of 3 x 108 m/s. That speed is lower in air and even lower in cable.

The wavelength is normally measured in micrometers (microns) instead of meters.




For example, the wavelength of red light (frequency =4 x 1014) in air is
A= c/f= (3x10%)/(4x10™) =0.75 x 10-6 m=0.75pm

In a coaxial or fiber-optic cable, however, the wavelength is shorter (0.5um)
because the propagation speed in the cable is decreased.

COMPOSITE SIGNALS

Simple sine waves have many applications in daily life. We can send a single sine
wave to carry electric energy from one place to another. For example, the power
company sends a single sine wave with a frequency of 60 Hz to distribute electric
energy to houses and businesses. We can use a single sine wave to send an alarm to
a security centre when a burglar opens a door or window in the house. In the first
case, the sine wave is carrying energy, in the second; the sine wave is a signal of
danger.

» If we had only one single sine wave to convey a conversation over the
phone, it would make no sense and carry no information. We would just hear
a buzz. As we will see in later chapters, we need to send a composite signal
to communicate data.

» A composite signal is made of many simple sine waves.

» According to Fourier analysis, any composite signal is a combination of
simple sine waves with different frequencies, amplitudes, and phases.

» A composite signal can be periodic or non periodic.

> If the composite signal is periodic, the decomposition gives a series of
signals with discrete frequencies; if the composite signal is non periodic, the
decomposition gives a combination of sine waves with continuous
frequencies.

Note, A single frequency sine wave is not useful in data communications,
we need to send a composite signal, a signal made of many simple sine waves.

BANDWIDTH

» The term Bandwidth defines the net bit rate , channel capacity, or the
maximum throughput of a logical or physical communication path in a
communication system.




> The range of frequencies contained in a composite signal is its bandwidth.

» The bandwidth in analog signal is normally a difference between two
numbers i.e the difference between the highest and the lowest frequencies
contained in that signal.

> For example, if a composite signal contains frequencies between 1000 and
5000, its bandwidth is 5000 - 1000, or 4000. Below figure shows the concept
of bandwidth, where depicts two composite signals, one periodic and the
other non periodic. The bandwidth of the periodic signal contains all integer
frequencies between 1000 and 5000 (1000, 100 I, 1002, ...). The bandwidth
of the non periodic signals has the same range, but the frequencies are
continuous.

The below figure showing the bandwidth of periodic and non periodic composite signals




LECTURE NOTE: 5

DIGITAL SIGNALS

Information can also be represented by a digital signal. For example, a 1 can be
encoded as a positive voltage and a 0 as zero voltage. A digital signal can have
more than two levels. We can send more than 1 bit for each level. Below figure a
and b shows two signals, one with two levels and the other with four. In this case
we send 1 bit per level in part of the figure and 2 bits per level in part b of the
figure. In general, if a signal has L levels, each level needs log,L bits.

For example A digital signal has eight levels. How many bits are needed per
level? We calculate the number of bits from the formula as

Number of bits per level=log, 8=3
Each signal level is represented by 3 bits.

Amplitude 8 bits-sent in I s,
Bit rate =8 bps
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b. A digital signal with four levels




BIT RATE

Most digital signals are non periodic, and thus period and frequency are not
appropriate characteristics. Another term-bit rate (instead frequency)-is used to
describe digital signals so bandwidth of the digital signal is measured in bit rate.
The bit rate is the number of bits sent in 1s, expressed in bits per second (bps).

Examplel

Assume we need to download text documents at the rate of 100 pages per
minute. What is

the required bit rate of the channel?

Solution
A page is an average of 24 lines with 80 characters in each line. If we assume
that one
Character requires 8 bits, the bit rate is

100 x 24 x 80 x 8 =1,636,000 bps =1.636 Mbps

Example 2

A digitized voice channel, as we will see in Chapter 4, is made by digitizing a 4-
kHz bandwidth analog voice signal. We need to sample the signal at twice the
highest frequency (two samples per hertz). We assume that each sample requires 8
bits. What is the required bit rate?

Solution
The bit rate can be calculated as
2 X 4000 x 8 =64,000 bps =64 kbps

BIT LENGTH

Wavelength for an analog signal is the distance one cycle occupies on the
transmission medium. Similarly for a digital signal, the bit length: The bit length
Is the distance one bit occupies on the transmission medium. It is expressed as

Bit length =propagation speed x bit duration




Digital Signal as a Composite Analog Signal

Based on Fourier analysis, a digital signal is a composite analog signal,
Where the bandwidth is infinite.

A digital signal, in the time domain, comprises connected vertical and
horizontal line segments.

A vertical line in the time domain means a frequency of infinity (sudden
change in time), a horizontal line in the time domain means a frequency of
zero (no change in time). Going from a frequency of zero to a frequency of
infinity (and vice versa) implies all frequencies in between are part of the
domain.

Fourier analysis can be used to decompose a digital signal.

If the digital signal is periodic, which is rare in data communications, the
decomposed signal has a frequency domain representation with an infinite
bandwidth and discrete frequencies.

If the digital signal is non periodic, the decomposed signal still has an
infinite bandwidth, but the frequencies are continuous. Below figure shows a
periodic and a non periodic digital signal and their bandwidths.




Note that both bandwidths are infinite, but the periodic signal has discrete
frequencies while the non periodic signal has continuous frequencies.

ANALOG VS DIGITAL SIGNALS

» Analog signals can have an infinite number of values in a range where as
digital signals can have only a limited number of values.

> Like the data they represent, signals can be either analog or digital.

» An analog signal has infinitely many levels of intensity over a period of
time. As the wave moves from value A to value B, it passes through and
includes an infinite number of values along its path.

»> A digital signal, on the other hand, can have only a limited number of
defined values.

» Although each value can be any number, it is often as simple as 1 and 0.

TRANSMISSION OF DIGITAL SIGNALS

> The previous discussion asserts that a digital signal, periodic or non periodic,
Is a composite analog signal with frequencies between zero and infinity.

> Non periodic digital signal is used in data communication.

» We can transmit a digital signal by using one of the two different
approaches: baseband transmission or broadband transmission (using
modulation).

A digital signal is a composite analog signal with an infinite bandwidth.

BASEBAND TRANSMISSION

» Baseband transmission means sending a digital signal over a channel
without changing the digital signal to an analog signal.

> Baseband transmission requires a low-pass channel, a channel with a band
width that starts from zero. Below Figure shows baseband transmission.




» We can have two low-pass channels: one with a narrow bandwidth and the
other with a wide bandwidth such as base band communication of low pass
channel with wide bandwidth and with limited bandwidth (narrow
bandwidth).

» In a low-pass channel with limited bandwidth, we approximate the digital
signal with an analog signal. The level of approximation depends on the
bandwidth available.

» We need to remember that a low-pass channel with infinite bandwidth is
ideal, but we cannot have such a channel in real life.

BROADBAND TRANSMISSION (USING MODULATION)

> Broadband transmission or modulation means changing the digital signal to
an analog
signal for transmission.
» Modulation allows us to use a band pass channel, a channel with a band
width that does not start from zero. This type of channel is more available
than a low-pass channel.

Note that a low-pass channel can be considered a band pass channel with the lower
frequency starting at zero.




Below figure shows the modulation of a digital signal. In the figure, a digital signal
Is converted to a composite analog signal. We have used a single-frequency analog
signal called a carrier, the amplitude of the carrier has been changed to the digital
signal. The result, however, is not a single-frequency signal, it is a composite
signal. At the receiver, the received analog signal is converted to digital, and the
result is a replica of what has been sent.

TRANSMISSION IMPAIRMENT

» Signals travel through transmission media, which are not perfect.

» The imperfection causes signal impairment.

» This means that the signal at the beginning of the medium is not the same as
the signal at the end of the medium.

» What is sent is not what is received is because of impairment (unwanted
interruption).

Three causes of impairment are attenuation, distortion, and noise




Attenuation:

» Attenuation means a loss of energy.

» When a signal, simple or composite, travels through a medium, it loses some
of its energy in overcoming the resistance of the medium.

» That is why a wire carrying electric signals gets warm, if not hot, after a
while. Some of the electrical energy in the signal is converted to heat.

» To compensate for this loss, amplifiers are used to amplify the signal.

> Below figure shows the effect of attenuation and amplification.

Decibel
» To show that a signal has lost or gained strength, we use the unit of the
decibel.
» The decibel (dB) measures the relative strengths of two signals or one signal
at two different points.
> Note that the decibel is negative if a signal is attenuated and positive if a
signal is amplified.



















